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Most of us grew up using the telephone to talk with people. We all now live 

in a world where “talking” with someone takes place on the computer. 

Increasingly, people use email rather than the phone and share information virtu-

ally rather than in person. They also “talk” on Facebook, MySpace, Twitter and 

through LinkedIn. Courts and lawyers are still working to make sense of a world 

in which so much of communication is recorded by computer. 

Online communication is multi-faceted and involves images, words, declarations 

of likes and dislikes and other statements or manifestations of affiliation or belief. 

Facebook, MySpace, Twitter and LinkedIn are virtual individual web pages full 

of information concerning their subscribers. People post pictures, declare their 

political and social affiliations, romantic aspirations, and other personal prefer-

ences. That information, however appealing to potential or current employers, is 

not always reliable. Moreover, the information available online may include much 

that is not apparent in an in-person interview  — clues about sexual orientation, 

religious affiliation, psychological disability or a penchant for inappropriate humor 

or conduct. Employers who seek and find such information need to understand 

that risks accompany discovery and that they need to act carefully, if at all. 

One risk is a charge of discrimination following an adverse employment deci-

sion. An employer who is unaware of an employee or applicant’s membership 

in a protected class cannot discriminate. An employer who has “googled” the 
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applicant or employee and in so doing learned 

of the individual’s protected status takes adverse 

action with some measure of risk. Said different-

ly, in such circumstances an employer needs to 

take care to ensure that it has a legitimate non-

discriminatory reason for its decision. Employers 

who gather information online and then act on it 

should expect to be accountable for what they 

find.

In addition to claims of discrimination, employ-

ees may assert claims based on privacy or col-

lective interests. Some cases in this area rest on 

a familiar touchstone – whether the employee 

or applicant has a legitimate expectation of pri-

vacy. Accordingly, employers need not worry 

about publicly available information or about in-

formation to which they have been granted ac-

cess without pretense (for example by being 

“Facebook friends”) — but employers may not 

use guile to gain access where it is not offered or 

granted. Information protected by limitations on 

access (members of an invitation-only group or 

chat room) is likely private and an employer who 

takes steps to bypass those limitations does so 

at its own peril. In one case, an employer learned 

of a group of pilots who were using an online fo-

rum to discuss their concerns with their jobs. A 

management employee falsely represented him-

self as a pilot in order to gain access to the pilots’ 

discussion group. The Ninth Circuit determined 

that the conduct (falsely accessing the online 

forum to review critical comments posted by an 

employee) violated the Railway Labor Act and 

raised a triable issue under the federal wiretap 

law. See Konop v. Hawaiian Airlines, Inc., 302 

F.3d 868, 883 - 884 (9th Cir. 2002). In so doing, 

the Court embraced the notion that the federal la-

bor laws protect concerted activity by employees 

even when it takes place online.

The National Labor Relations Board (“NLRB”) re-

cently issued a complaint that seeks to broaden 

the scope of potentially protected online activity. 

On October 27, 2010, the NLRB’s Hartford re-

gional office issued a complaint alleging that an 

employer illegally terminated an employee who 

posted a negative comment about her supervi-

sor on her personal Facebook page leading co-

workers to post similar negative comments on 

that page. The company suspended and eventu-

ally terminated the employee because the post-

ings violated the company’s internet policies (that 

prohibited negative online commentary about the 

employer). The NLRB complaint extended to the 

policy itself, which the NLRB contends interferes 

with the protected rights of the employees. A 

hearing is scheduled for January 25, 2011 before 

an administrative law judge. 

In addition to claims based on labor law, or state 

or federal laws that protect privacy, employers 

in Massachusetts may see such claims brought 

under the provisions of the Massachusetts 

Civil Rights Act. Barry Nolan, former host of 

Evening Magazine, sued his former employer 

after it allegedly terminated him because of his 

public expression of outrage at the decision to 

award a journalism award to Bill O’Reilly of Fox 
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Television. At least some of his protest took place 

online. Although Nolan lost in the District Court, 

Nolan v. CN8, No. 08-12154-RWZ, 2010 WL 

3749466 (D. Mass. Sept. 21, 2010), other em-

ployees may bring claims alleging Civil Rights 

Act protection for their online activism or musing.

Employers may nevertheless choose to gather 

publicly available information because of its po-

tential value. An employee’s or applicant’s online 

conduct may offer meaningful indicia of his or her 

attitude toward work or toward a particular ca-

reer. In some instances, online information may 

suggest poor judgment or an interest in moving 

to another part of the country. This kind of infor-

mation, if valid, might properly influence a choice 

among applicants. Whether it is valid or not is 

an open question; there are very few checks on 

the reliability of much of the information floating 

across the web. 

Employers looking at unverified content have no 

online way of determining whether the informa-

tion is trustworthy. Nevertheless, that content 

may seem to an employer to warrant a particu-

lar decision about a particular applicant or em-

ployee. For example, an employer might think 

twice about hiring an applicant for a job that 

requires months of training whose Facebook 

page announces his plan to move to the West 

Coast with his boyfriend when he graduates 

from Boston College in three months. If the em-

ployer failed to hire the applicant without verify-

ing his intent to move, it could well face a claim 

of sexual orientation discrimination. In contrast, 

if the employer gave the employee the opportu-

nity to address the online content prior to acting, 

its decision to question the employee about the 

intent to move would rebut the suggestion of dis-

crimination. It would also allow the employee the 

opportunity to address the accuracy of the infor-

mation itself.

As this discussion suggests, employers who 

decide that the benefits of online searching out-

weigh the risks need to adopt clear protocols for 

such review. These protocols must require that 

each applicant be treated the same way — for 

example a decision could be made to “google” 

each applicant (an employee with hiring authority 

who “googles” only women applicants is a time 

bomb). Employers should always give an appli-

cant or employee the opportunity to address in-

formation uncovered online so as to avoid acting 

on the basis of false information. And employers 

should not create false identities or use other ar-

tifice to learn more. Information must be publicly 

available and must be gathered and reviewed 

in a manner designed to yield reliable decisions 

and to avoid bias.

There is a lot out there — and the parameters of 

risk attendant to action based on such informa-

tion are only starting to appear. Lawyers should 

counsel care, consistency and forethought and 

we should all be ready for the next wave of 

claims based on tweets, status updates and the 

like.   n
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